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ABSTRACT
Creating a set of comprehensive security requirements is the
first step for implementing the necessary protocols to pre-
vent, detect, and respond to misuses. Current approaches to
tackle this task via threat modeling techniques lack formal
semantics, which prevents formal understanding and aggre-
gation of threat models needed to help security practitioners
make informed decisions. We propose threat models formal-
ized via norms, where a norm captures who is accountable
to whom and for what. We discuss the merits of a normative
representation and list promising directions of research.

Categories and Subject Descriptors
D.2.1 [Software Engineering]: Requirements/Specifica-
tions—Elicitation methods
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1. APPROACH
The variety of accidental misuses has increased notice-

ably in recent years. According to a recent report by the
United States Department of Defense [1], accidental misuses
caused by poor user practices, poor network and data man-
agement practices, and poor data network implementation
account for 80% of security incidents. We approach security
from a sociotechnical standpoint [2] to capture such misuse
cases via normative models. Norms regulate the interactions
of autonomous parties, and describe who is accountable to
whom and for what.
Significance: A normative representation will enable auto-
matic translation of threat models into security protocols to
prevent, detect, and respond to accidental misuses.
Novelty: Formal understanding and aggregation of norma-
tive threat models will reveal additional threats (not identi-
fied by individual threat models) via domain ontologies.
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2. PROMISING DIRECTIONS
We propose norms (commitments, authorizations, and pro-

hibitions) as a way to formalize threat models. Our findings
from a recent study indicate that norms are useful for for-
malizing security requirements [2], and connecting require-
ments with misuses [4]. The following research directions
are promising toward normative threat modeling:

1. Aggregation of threat models: Aggregation of
threat models would increase knowledge of potential threats
by identifying commonalities and differences among threats.

2. Analysis of misuses: While automatic generation of
potential misuses [5] is helpful, formal analysis of real misuse
incidents would help create a comprehensive set of security
requirements.

3. Automatic generation of defenses: Characteriza-
tion of cybersecurity attacks has been extensively studied,
whereas little attention has been given to formal understand-
ing of defense components. Relations among norms such
as conflicts and tradeoffs [3] would reveal which defenses
are best suited according to the needs of the underlying so-
ciotechnical system. Sanctions can be generated as defenses.

4. Game playing : would incorporate security risk anal-
ysis into threat models as well as raise awareness among the
general public for accidental misuses.
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